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Abstract

The rapid digitalisation of health information has transformed how individuals access medical knowledge but has also facilitated the
widespread dissemination of health misinformation. The World Health Organization describes this phenomenon as an infodemic, char-
acterised by an overabundance of information that includes both accurate and misleading content, making it difficult for individuals to
identify reliable sources of health advice. Exposure to misinformation has been linked to vaccine hesitancy, reduced adherence to public
health guidance and increased engagement with unverified treatments. Artificial intelligence (Al) technologies are increasingly being
explored as tools to detect, monitor and counter misleading health narratives across digital platforms. This article critically explores cur-
rent evidence on Al-based approaches to health misinformation governance, including machine learning, natural language processing,
deep learning, large language models, multimodal systems and social media surveillance. Evidence suggests that Al can help identify
misleading narratives and emerging public concerns, but current studies rarely distinguish intentional disinformation from unintentional
misinformation when reporting model performance. Significant challenges include dataset bias, restricted generalisability across linguis-
tic and cultural contexts, platform-specific model development, limited external validation, privacy concerns, uncertain clinical relevance
and amplification through engagement-driven recommendation systems. The article argues that Al should be understood as one compo-
nent within an iterative, risk-stratified governance framework that combines healthcare expertise, public health interpretation, transparent
oversight, platform accountability, tailored digital health literacy interventions and evaluation of real-world public health outcomes.
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1. Introduction may require assessment of source behaviour, coordination,

amplification and monetisation.
The digital transformation of healthcare information

has fundamentally changed how individuals access medi-
cal knowledge [1]. While digital platforms have increased
access to health information, they have also facilitated the

During the COVID-19 pandemic, misinformation re-
lating to vaccines, treatments and disease origins circu-
lated widely across social media platforms, contributing to
vaccine hesitancy and reduced adherence to public health

rapid dissemination of misinformation, which can under-
mine evidence-based healthcare practice [2]. The World
Health Organization (WHO) describes this phenomenon as
an infodemic, characterised by an overabundance of in-
formation that includes both accurate and misleading con-
tent, making it difficult for individuals to identify reliable
sources of health advice [3]. Health misinformation refers
to false, misleading or unsupported information relating to
health, disease, treatment, prevention or healthcare. It may
be shared unintentionally, although its effects can still be
harmful. Disinformation refers to false or misleading infor-
mation shared with deliberate intent to deceive. Through-
out this article, health misinformation is used as the um-
brella term unless deliberate intent is specifically relevant,
because most Al detection studies classify content accord-
ing to veracity, misleadingness or evidential support rather
than intent. This convention is necessary because intent is
often not observable from a single post, image or video and

interventions [4,5]. Previous studies have demonstrated
that exposure to misinformation can influence public be-
haviour, including reduced vaccination uptake and in-
creased engagement with unverified treatments [6,7]. How-
ever, COVID-19 misinformation should not be treated as
fully representative of all health misinformation. Similar
concerns arise in relation to cancer, vaccination beyond
COVID-19, reproductive health, nutrition, mental health,
chronic disease management and alternative treatments.
The scale and speed of misinformation dissemination cre-
ate significant challenges for traditional public health com-
munication. Social media platforms can expand content
through algorithmic recommendation systems that priori-
tise engagement rather than accuracy. These dynamics
may create environments in which misinformation spreads
rapidly through highly connected online communities [8].
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Al technologies have therefore been increasingly ex-
plored as tools for monitoring and mitigating health misin-
formation. Machine learning algorithms can analyse large
volumes of digital data, classify potentially misleading in-
formation and detect emerging narratives across digital
platforms. However, despite rapid technological develop-
ments, the integration of Al into public health communica-
tion remains complex and raises important methodological,
ethical and governance questions.

Within the United Kingdom, the National Al Strategy
emphasises the need for responsible Al development and
governance across sectors, including healthcare [9]. Within
the health system, initiatives such as the NHS Al Lab aim
to support the safe integration of Al into clinical practice
and healthcare services [10]. At the same time, the On-
line Safety Act 2023 introduces regulatory responsibilities
for digital platforms to address harmful online content [11].
These developments show that technological solutions must
be accompanied by governance frameworks that support
safe, transparent and ethical implementation. This article
critically explores the evidence on Al-based approaches to
detecting, monitoring and countering health misinforma-
tion. It focuses on machine learning, natural language pro-
cessing, deep learning, large language models, multimodal
models, social media surveillance and human oversight. It
also considers practical issues relating to healthcare com-
munication, public health interpretation, privacy, cost, plat-
form accountability and future research.

2. Scope and Conceptual Boundaries

This article is a critical narrative review. Its purpose
is not to provide a systematic review of all Al misinfor-
mation studies, but to synthesise key developments, limita-
tions and governance implications for healthcare and pub-
lic health communication. The review focuses on Al tech-
nologies used to identify, classify, monitor or respond to
health misinformation. These include traditional machine
learning, natural language processing, transformer-based
models, deep learning, multimodal systems, large language
models and human-in-the-loop approaches. It also dis-
cusses platform recommendation algorithms because these
systems shape the visibility and spread of health misin-
formation. The article focuses on misinformation across
digital health environments, including social media plat-
forms, online forums and digital communication systems.
Health topics include infectious diseases, vaccination, can-
cer, chronic disease, reproductive health, mental health, nu-
trition and alternative treatments. Although many studies
emerged from the COVID-19 context, the implications ex-
tend beyond pandemic communication.

A conceptual distinction is required between several
related terms. Infodemiology refers to the study of the dis-
tribution and determinants of health information online and
its influence on public health behaviour [7]. Social me-
dia surveillance refers to the use of digital data to monitor

online health-related conversations and trends. Social lis-
tening involves the analysis of public concerns, questions
and information needs. Information voids are areas where
public demand for reliable health information exceeds the
availability of accessible and trustworthy guidance [12].
Al-based detection refers to computational systems used to
classify or flag potentially misleading information.

These concepts are connected but should not be treated
as interchangeable. Detection identifies potentially mis-
leading content. Social listening identifies emerging con-
cerns and information needs. Infodemiology examines
wider patterns in the digital information environment. Gov-
ernance determines how these signals are interpreted and
acted upon.

3. Proposed Framework for AI-Enabled
Health Misinformation Governance

Al should be understood as one component of a wider
health misinformation governance system. A practical
framework may include six linked stages, but these stages
should be understood as iterative and non-linear rather than
as a one-way sequence. Detection identifies potentially
misleading claims, narratives, images, videos or patterns
of coordinated activity. Validation then requires healthcare
professionals, public health experts, subject specialists or
trained reviewers to assess clinical meaning and eviden-
tial support. Interpretation is needed because online dis-
cussion volume does not necessarily represent clinical risk,
disease burden or population-level health need. Commu-
nication response involves providing timely, clear and ac-
cessible information that addresses public concerns. Plat-
form accountability requires attention to ranking systems,
recommendation algorithms, advertising models and mon-
etisation. Evaluation should assess not only technical per-
formance but also public health outcomes, equity, trust, cost
and safety. In practice, evaluation findings should feed
back into detection thresholds, annotated datasets, model
retraining, validation rules, communication priorities and
platform escalation pathways. Several stages may therefore
operate in parallel during an active infodemic response.

For example, if social listening identifies a rise in posts
alleging that human papillomavirus vaccination causes in-
fertility, Al tools may first flag the narrative and map its
spread across platforms. Public health and vaccination ex-
perts would then validate whether the content is false, mis-
leading, uncertain or a genuine unanswered concern. Inter-
pretation would compare online signals with vaccine uptake
data, service enquiries and community feedback. Commu-
nication teams could then produce targeted, accessible mes-
sages that address fertility concerns, while platforms may
label, deprioritise or restrict monetisation of demonstrably
false claims. Evaluation would assess changes in exposure
to the claim, engagement with authoritative information,
public understanding, service enquiries and vaccination be-
haviour. These findings would then refine future keyword
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lists, annotated training examples, model thresholds and
communication messages, creating a feedback loop rather
than a linear workflow [12,13,14,15].

4. Al for Detecting Health Misinformation

One of the most widely studied applications of Al in
this domain is the automated classification of misinforma-
tion using machine learning models. These systems analyse
textual, visual, semantic and network-based data to deter-
mine whether content may be accurate, misleading or un-
supported. Wang et al. [16] developed a multimodal deep
learning model for detecting antivaccine misinformation on
Instagram, using visual and textual features from images,
captions, text embedded in images through optical charac-
ter recognition, and hashtags. The study used 31,282 In-
stagram posts collected between January 2016 and October
2019 and reported above 97% testing accuracy across 30
experiments [16]. This supports the value of multimodal
approaches for image-rich platforms, although the findings
remain platform-specific and focused on antivaccine con-
tent rather than health misinformation more broadly. Sim-
ilarly, Wang et al. [17] proposed a hybrid Bidirectional
Encoder Representations from Transformers—Long Short-
Term Memory model for misinformation detection in mo-
bile social networks. Their model achieved 93.51% ac-
curacy, 91.96% recall and an Fl-score of 92.73%, and
a controlled user study involving 100 participants found
higher misinformation detection accuracy in the experimen-
tal group than in the control group, 89.4% compared with
74.2% [17]. These findings suggest that transformer-based
and sequence-learning architectures can support early-stage
misinformation detection using textual content, while also
showing potential value for digital literacy interventions.

More complex hybrid systems have also been pro-
posed. Zhang et al. [18] developed the Tri-Intelligence
framework, which integrates deep neural networks, large
language models and crowdsourced human intelligence to
detect complex public health misinformation, including
conspiracy theories, sarcasm and subtly misleading con-
tent. In their evaluation of COVID-19-related social me-
dia misinformation, Trilntel outperformed deep neural net-
work, large language model and human-Al collaboration
baselines. Compared with the best-performing baseline,
StreamCollab, Trilntel achieved improvements of 9.1% in
Accuracy, 11.6% in F1-score, 15.9% in Cohen’s Kappa and
17.2% in Matthews Correlation Coefficient [18]. These
findings suggest that hybrid, human-in-the-loop approaches
may improve classification performance for complex mis-
information; however, their practical value still depends on
external validation, scalability, annotation quality and eval-
uation in real-world public health communication settings.

Du et al. [19] applied machine learning and deep
learning algorithms to 28,121 Reddit posts related to hu-
man papillomavirus vaccination. A convolutional neural
network achieved the strongest performance, with an area
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under the receiver operating characteristic curve of 0.7943;
7207 posts were classified as vaccine misinformation, most
commonly relating to general safety concerns [19]. This
supports the feasibility of automated monitoring of vac-
cine misinformation in online communities, although the
findings remain limited to one platform and one vaccine
topic. Zhou et al. [20] developed a multi-feature fusion
approach for fake news detection by integrating linguis-
tic, semantic and network-based features. Sharifpoor et al.
[21] used machine learning and deep learning algorithms to
classify COVID-19 misinformation on Twitter/X. Although
these studies show technical promise, several methodolog-
ical limitations must be considered. Many models rely
on datasets derived from specific platforms, such as Insta-
gram, Reddit or Twitter/X. This limits generalisability be-
cause each platform has different users, norms, content for-
mats and algorithmic structures. A model trained on short
text posts may not perform adequately when applied to im-
ages, videos, private messaging platforms or long discus-
sion threads.

A further limitation concerns language and cultural
context. Valdez et al. [22] demonstrated that vaccine
misinformation patterns differ across English and Span-
ish language communities. Models trained predominantly
on English-language data may therefore perform poorly
in multilingual or culturally distinct information environ-
ments. This is particularly important because health mis-
information often draws on local beliefs, idioms, mistrust,
political context and community experience. The quality
of annotation is also critical. Health misinformation labels
may be assigned by researchers, fact-checkers, crowdwork-
ers or automated rules. Yet the boundary between misinfor-
mation, uncertainty, personal experience and legitimate sci-
entific debate can be difficult to define. This is especially
relevant in emerging health topics where evidence develops
over time.

Many studies also report technical performance using
accuracy, precision, recall or Fl-score. These metrics are
useful but incomplete. Accuracy may be misleading when
datasets are imbalanced. False positives may suppress le-
gitimate concerns or scientific debate, whereas false nega-
tives may allow harmful misinformation to spread. There-
fore, model evaluation should consider the cost and con-
sequences of different types of error. Di Sotto and Viviani
[23] emphasised that many detection systems remain exper-
imental and have not been integrated into real-world health
communication infrastructures. Consequently, there is a
need for studies that examine whether Al-based detection
improves public health outcomes such as vaccination up-
take, trust in public health messaging, health information
literacy and adherence to evidence-based advice.

Current evidence does not support a reliable quantita-
tive comparison of Al model accuracy for intentional disin-
formation versus unintentional misinformation. The stud-
ies reviewed generally report performance against labels


https://www.imrpress.com

such as misinformation, fake news, vaccine misinformation
or misleading health content, rather than against indepen-
dently verified authorial intent [16,17,18,19,20,21,22,23].
High accuracy in detecting a misleading claim should there-
fore not be interpreted as evidence that a model can infer
deliberate deception. Unintentional misinformation may
be detected through claim content, evidence alignment and
semantic contradiction, whereas disinformation may re-
quire additional analysis of source credibility, coordinated
posting, bot-like amplification, repeated narrative seeding,
monetisation and cross-platform behaviour. This distinc-
tion is particularly important in high-stakes clinical topics,
where misclassification may either suppress legitimate pa-
tient concern or allow harmful content to remain visible.

5. Comparative Analysis of Al Technical
Approaches

Different Al approaches have different strengths, lim-
itations and suitable uses. Traditional machine learning
models can be useful where datasets are structured and
features are clearly defined. They may be less resource-
intensive and more interpretable than deep learning models,
but they often require manual feature engineering and may
struggle with sarcasm, ambiguity and complex narratives.
Natural language processing approaches can support topic
modelling, sentiment analysis, claim extraction and narra-
tive mapping. These methods are useful for social listening
and infodemiology, but they may miss visual misinforma-
tion, coded language or culturally specific meanings.

Deep learning and transformer-based models can anal-
yse complex textual patterns and contextual meaning. They
may perform well on large datasets but require substan-
tial computational resources and careful validation. Mul-
timodal deep learning can combine text and image anal-
ysis, which is useful for platforms such as Instagram and
YouTube. However, multimodal models often require
large, annotated datasets and may be less interpretable.
Large language models offer potential for summarising
trends, extracting claims and supporting public health com-
munication. However, they also create risks, including fab-
ricated content, overconfident responses and the reproduc-
tion of misleading narratives. Their outputs require human
review, particularly where clinical advice or public health
action is involved.

Human-in-the-loop systems are likely to be the most
appropriate approach for high-risk health misinformation,
but the level of human review should match the clinical risk
of the content. Crowd annotators and trained moderators
may be sufficient for initial sorting or policy tagging of low-
risk claims, but they should not be treated as substitutes for
clinical or public health judgement. Claims concerning can-
cer treatment, medicines, pregnancy, vaccine safety, emer-
gency symptoms or self-harm require review by healthcare
professionals, public health specialists or topic experts. The
revised comparison in Table 1 therefore distinguishes tech-

nical approach, risk tier and reviewer expertise rather than
presenting human oversight as a single category.

6. Social Media Surveillance and
Infodemiology

Beyond automated detection models, Al has been used
to analyse large-scale digital data to understand how misin-
formation spreads within online communities. Infodemiol-
ogy focuses on analysing digital information flows to iden-
tify emerging health narratives and behavioural trends [7].
Studies have demonstrated that social media data can pro-
vide valuable insight into public attitudes toward health in-
terventions. Pobiruchin et al. [24] analysed Twitter data
during the early stages of the COVID-19 pandemic and
identified temporal and geographical variation in the dis-
semination of COVID-19-related information across Eu-
rope. Their findings demonstrated that digital information
flows can vary substantially across time and place.

Boatman et al. [13] examined the feasibility of using a
commercially available social-listening platform to monitor
online misinformation about human papillomavirus vacci-
nation in the United States, including national-level mon-
itoring and state-level analysis in Mississippi and Rhode
Island. Their findings suggest that social-listening dash-
boards may support real-time identification of emerging
misinformation narratives and geographically specific pat-
terns. However, the study also highlighted important lim-
itations, including uncertain data quality, incomplete rep-
resentativeness, dependence on social media data-access
agreements, imprecise geographic information and variable
accuracy of Al-driven sentiment and emotion classification.
Boatman et al. [13] should therefore be interpreted as pro-
viding evidence for the potential use of social listening in
digital public health surveillance, rather than evidence that
misinformation directly reduced vaccination uptake. Pre-
dictive modelling studies have also explored the relation-
ship between digital data and public health outcomes. Yan
et al. [25] developed a Hidden Markov Model based on so-
cial media infodemic signals to predict the number of severe
and critical COVID-19 cases during the Wuhan lockdown.
Such studies suggest that online information patterns may
provide useful public health signals. However, social me-
dia data should not be treated as equivalent to clinical test-
ing data, epidemiological surveillance data or true disease
burden.

Digital datasets often contain unstructured and unre-
liable data, including bot activity, spam content and auto-
mated posts. Social media users are also not a representa-
tive sample of the population. Younger and more digitally
engaged groups may be overrepresented, while people with
limited internet access, lower digital literacy or language
barriers may be underrepresented. Therefore, Al-supported
surveillance should be interpreted alongside clinical data,
epidemiological surveillance, service use patterns and pub-
lic health expertise.
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Table 1. Comparison of Al approaches for health misinformation governance.

Al approach Strengths Limitations Risk tier and reviewer Suitable use
expertise

Traditional machine Lower resource Requires feature Low to medium risk. Initial classification,

learning requirement; relatively engineering; limited Suitable for screening by topic-specific monitoring
interpretable where handling of sarcasm, trained analysts; expert and low-risk trend
features are explicit. ambiguity and changing review needed before detection.

narratives. action on clinical claims.
Natural language pro- Supports topic Limited for images, Low to medium risk. Social listening,

cessing

Deep learning

Transformer-based mod-
els

Multimodal models

Large language models

Human-in-the-loop:
crowd annotators  or

trained moderators

Human-in-the-loop:
healthcare, public health
or topic experts

modelling, claim
extraction, sentiment

analysis and narrative

mapping.

Strong performance with
large, labelled datasets
and complex textual

patterns.

Strong contextual
language analysis and
capacity to detect subtle

semantic patterns.

Analyses text, images,
hashtags and visual
features together.

Can summarise themes,
draft communications
and support claim

extraction.

Adds human judgement
at scale and can improve
labelling consistency for

simple claims.

Combines Al scale with
professional judgement
and contextual
interpretation.

videos, coded language
and culturally specific

meanings.

Lower interpretability;
requires substantial data,
computing resources and

external validation.

Requires validation
across topics, platforms,
languages and
populations.

Requires large annotated
datasets; can be difficult
to interpret and may
perform poorly across
platforms.

Risk of hallucination,
overconfident outputs
and reproduction of

misleading narratives.

May lack clinical
expertise; quality
depends on training,
guidance and audit.

Requires workforce
capacity, governance,
escalation pathways and
accountability.

Suitable for public health
analysts and
communications teams
reviewing population
concerns.
Medium to high risk.
Requires clinical or public
health validation where
outputs may influence
advice, escalation or
platform action.
Medium to high risk.
Specialist review is
required for clinical
uncertainty, medicines,
cancer, pregnancy or
vaccine-safety claims.
Medium to high risk.
Human review should

include health-content

expertise and awareness of

image context.

High risk if used without
oversight. Not appropriate
as standalone moderation
or public-facing clinical
advice for cancer
treatment, emergencies,
medicines, pregnancy,
suicide or vaccine safety.
Low to medium risk.
Appropriate for initial
sorting, policy tagging and
clear non-clinical
misinformation.
High risk. Necessary for
ambiguous, evolving or
clinically consequential
misinformation.

information-need
assessment and
identification of emerging

public concerns.

Large-scale classification
and prioritisation of
content for further review.

Text-based detection,
claim extraction and triage
of potentially harmful

misinformation.

Visual misinformation on
platforms such as
Instagram, TikTok and
YouTube.

Assisted review, drafting
and synthesis only, with
expert checking and audit.

Low-risk screening,
annotation support and
escalation of uncertain

cases.

Cancer treatment claims,
medicines advice, vaccine
safety, pregnancy,
emergency symptoms,
self-harm and public
health interventions.

Al, Artificial intelligence.
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7. Al in Health Communication

Al can also support health communication strategies
aimed at countering misinformation. Digital communica-
tion initiatives can reach large audiences, but not all such
initiatives are Al tools. Therefore, non-Al examples should
be distinguished from Al-enabled systems.

Al-enabled chatbots represent one communication
tool. The CoronaAl chatbot, evaluated by Abonizio et
al. [26], provided automated responses to misinforma-
tion circulating during the COVID-19 pandemic in Brazil.
Analysis of chatbot interactions revealed that many users
raised misinformation-related queries. This suggests a pub-
lic demand for accessible, timely and evidence-informed
digital health information. Cheng [27] examined chatbot-
supported anti-misinformation behaviour in the context of
vaccine misinformation. This work suggests that chatbot
interactions may encourage users to verify health informa-
tion and challenge misinformation narratives within online
communities. However, chatbot-based interventions de-
pend heavily on trust, transparency, usability and accuracy.
Ifusers perceive digital tools as biased, unsafe or unreliable,
engagement may decline.

Al-assisted communication should therefore include
clear safeguards. Messages should be grounded in evi-
dence, reviewed by relevant experts and written in accessi-
ble language. Al tools should not replace healthcare profes-
sionals or public health communicators. Rather, they may
support drafting, triage, summarisation and identification of
common concerns. There is also a risk that Al-generated
communication may produce inaccurate or overly confi-
dent responses. This is particularly important in health
contexts where poor advice may lead to delayed treatment,
unsafe self-medication or reduced adherence to evidence-
based care. Human oversight remains essential.

8. Algorithmic Amplification and the
Paradox of Al in Misinformation Ecosystems

While Al is increasingly used to identify and address
health misinformation, digital platform algorithms may also
contribute to its amplification. Social media systems rely
heavily on recommendation engines designed to maximise
user engagement. These systems may prioritise content
likely to generate interaction, including sensational or emo-
tionally charged misinformation narratives. It is important
to distinguish between Al models used for misinformation
detection and platform algorithms used for content recom-
mendation. Detection models aim to classify or flag con-
tent, while recommendation algorithms rank and promote
content. Nevertheless, both are part of algorithmic infor-
mation systems that shape public exposure to health infor-
mation.

Rochert et al. [28] analysed information networks
on YouTube during the early stages of the COVID-19
pandemic and identified informational homogeneity within
user communities. Cinelli et al. [8,29] demonstrated that

social media platforms can produce highly polarised infor-
mation networks in which misinformation spreads rapidly
through connected user communities, and later described
the echo chamber effect, where repeated exposure to similar
content may strengthen belief persistence. These findings
suggest that correction after misinformation has spread may
be insufficient if platform ranking systems continue to re-
ward engagement, emotional salience or group conformity.

The evidence on modified ranking and public-health-
weighted algorithms is still developing, and direct health-
specific platform trials remain limited. However, empiri-
cal studies indicate that algorithmic visibility can be influ-
enced. Pennycook et al. [30] found that a brief accuracy
prompt in the context of COVID-19 misinformation nearly
tripled truth discernment in subsequent sharing intentions.
Matias [31] showed in a field experiment on Reddit that en-
couraging fact-checking of unreliable news sources reduced
the algorithmic promotion of those articles by as many as
25 rank positions out of 300, sufficient to remove many
posts from the front page. These studies do not prove that
health-content weighting will reliably break echo cham-
bers, but they support the principle that ranking, accuracy
cues and community validation can influence exposure to
low-credibility content.

In public health settings, practical mitigation path-
ways may include increasing the ranking visibility of
authoritative health information during periods of con-
cern, reducing the ranking priority of demonstrably false
claims, applying contextual labels, restricting monetisation
of harmful misinformation and establishing rapid escalation
routes for high-risk claims. Evaluation should include mea-
surable outcomes such as exposure to low-credibility health
content, reach of trusted public health sources, network di-
versity, re-sharing of false claims, correction uptake, click-
through to authoritative material, trust, health literacy, sub-
group equity and downstream indicators such as vaccine en-
quiries, appointment attendance or help-seeking behaviour.
These measures must be transparent, auditable and propor-
tionate so that legitimate patient experience, public concern
and scientific debate are not misclassified as harmful con-
tent.

9. AI and the Identification of Information
Gaps in Public Health Communication

A further application of Al in public health is the iden-
tification of information voids. Information voids arise
when reliable health information is absent, inaccessible or
insufficient. When individuals seek answers to unresolved
health questions and authoritative information is difficult
to find, misleading narratives may fill the gap. Purnat et al.
[12] developed a methodology for infodemic signal detec-
tion during the COVID-19 pandemic, using digital surveil-
lance tools to analyse social media discussions and identify
potential information voids. This approach enables public
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health organisations to move from reactive correction to-
ward proactive communication.

The WHO Early AI-Supported Response with So-
cial Listening platform integrates multilingual social me-
dia monitoring to detect emerging misinformation signals
and information gaps across digital environments [14]. By
analysing large volumes of online content in multiple lan-
guages, such systems can support timely public health re-
sponses. The concept of information voids highlights the
importance of responsive communication. Public health
messaging often focuses on broadcasting verified infor-
mation through official channels. However, misinforma-
tion frequently emerges in response to unanswered public
concerns [12,14]. Effective communication therefore re-
quires continuous monitoring of public discourse and the
rapid provision of clear, accessible information address-
ing emerging questions [32]. Nevertheless, Al-supported
identification of information voids has limitations. Social
media datasets may not represent the needs of populations
with limited digital access, lower literacy or limited trust in
health institutions. Al insights should therefore be com-
bined with qualitative research, community engagement,
patient experience data and public health expertise.

10. Ethical and Governance Challenges

The application of Al in health misinformation detec-
tion raises significant ethical and governance concerns. A
major issue is algorithmic bias. Machine learning mod-
els trained on limited datasets may reproduce existing so-
cial biases or perform unequally across languages, demo-
graphic groups or cultural contexts [33,34]. Di Sotto and
Viviani [23] also highlight the importance of data quality
and methodological rigour in health misinformation detec-
tion. Privacy concerns arise when analysing large-scale so-
cial media datasets. Many studies use publicly available
data, but public availability does not remove ethical re-
sponsibility. Individuals may not expect their posts to be
analysed for public health surveillance or AI model devel-
opment. Researchers and public health organisations must
balance potential public health benefits against the need to
protect privacy, dignity and trust [33,34].

Practical safeguards include data minimisation, aggre-
gation, de-identification where possible, secure storage, re-
stricted access, retention limits, transparent governance ap-
provals and clear audit processes. Where feasible, privacy-
preserving approaches such as federated learning and dif-
ferential privacy may support future development by re-
ducing the movement or exposure of personal data. These
approaches should be considered as potential governance
mechanisms rather than assumed solutions, because they
require technical capacity and careful validation.

Transparency and accountability are also central. Al
systems used in health misinformation governance should
be explainable enough for public health teams to under-
stand their limitations. Organisations should define who is
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responsible for reviewing Al outputs, escalating uncertain
cases and deciding whether communication or platform in-
tervention is required. Automated classification should not
be the sole basis for content removal or public health action
in high-risk or ambiguous cases. Platform responsibility is
another key issue. Rochert et al. [28] demonstrated that rec-
ommendation algorithms on platforms such as YouTube can
create informational homogeneity. Zenone et al. [35] doc-
umented the advertising of alternative cancer treatments on
social media platforms, illustrating how misinformation can
be monetised through digital advertising systems. These
findings suggest that technological detection alone is insuf-
ficient. Governance must also address platform incentives,
advertising systems and accountability structures.

11. Implications for Public Health and
Healthcare Systems

Al offers opportunities to strengthen public health re-
sponses to health misinformation. Al-driven social listen-
ing systems can help organisations monitor digital discus-
sions, identify emerging misinformation narratives and re-
spond to information gaps [12,14]. Machine learning clas-
sification models can also support analysis of large volumes
of digital data that would be impossible to review manually
[16,21]. However, the strongest relevance of these tools is
to public health communication, population health, patient
education, digital safety governance and healthcare com-
munication systems rather than direct clinical diagnosis.
The chapter title should therefore be understood broadly.
Al can support healthcare systems by helping clinicians and
public health teams understand the misinformation narra-
tives patients may encounter, prepare evidence-informed
responses and anticipate concerns that may influence help-
seeking, adherence or vaccination behaviour.

Clinical interpretation remains essential. Social media
trends do not necessarily reflect clinical testing data, actual
disease burden or population-level risk. Online discussion
volume may reflect media attention, political debate, plat-
form algorithms or organised campaigns. Therefore, Al-
supported digital surveillance should be interpreted with
public health professionals and clinical experts, alongside
epidemiological data, service use data and patient experi-
ence. National policy frameworks further highlight the im-
portance of integrating Al within broader healthcare gover-
nance systems. The NICE Evidence Standards Framework
for Digital Health Technologies provides guidance for eval-
uating digital and Al-enabled tools to ensure they demon-
strate clinical effectiveness, safety and value for the health
system [36]. The 10 Year Health Plan for England empha-
sises the growing role of digital technologies and innovation
in transforming healthcare delivery and improving popula-
tion health outcomes [37]. These initiatives demonstrate
that Al implementation must be linked to evidence, safety,
governance and evaluation.
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Despite technological progress, Al cannot replace ex-
pert interpretation of medical information. Healthcare pro-
fessionals remain essential in distinguishing between mis-
information, uncertainty, emerging evidence and legitimate
scientific debate. Without appropriate oversight, Al mod-
els may misclassify evolving medical evidence or patient
concerns as misinformation, which could undermine trust.
Digital health literacy is also essential, but it should be inte-
grated into the governance framework rather than treated as
a separate educational activity. Al-derived public concern
signals can identify what people are asking, which groups
may be most exposed, which information voids are emerg-
ing and which misconceptions require tailored communica-
tion [12,14,15].

In practice, social listening outputs can be translated
into literacy interventions through a structured pathway:
detection of recurring public questions, expert validation of
the evidence, segmentation by audience and language, co-
production of accessible messages, delivery through trusted
clinical and community channels, and evaluation of com-
prehension, trust and behaviour. For low-risk misunder-
standings, this may involve short explanatory materials,
frequently asked questions or signposting to authoritative
sources. For high-risk misinformation, such as false cancer-
treatment claims or unsafe medicine advice, communica-
tion should be clinician-reviewed, rapidly disseminated and
linked to platform escalation where appropriate. This ap-
proach connects Al monitoring directly to targeted digital
health literacy, rather than relying on generic public educa-
tion campaigns [15,38].

12. Cost-Benefit and Implementation
Considerations

A further limitation in the current evidence base is the
limited discussion of cost, resource use and implementa-
tion feasibility. Al systems require investment in data ac-
cess, model development, computing infrastructure, cyber-
security, staff training, clinical review, legal oversight and
ongoing evaluation. Larger models and multimodal sys-
tems may be expensive and may require technical expertise
that some healthcare organisations do not possess. Potential
benefits include earlier detection of harmful narratives, im-
proved targeting of public health messages, reduced man-
ual monitoring workload and better understanding of public
concerns. However, these benefits must be demonstrated
rather than assumed. A technically accurate system may
still have limited value if it does not improve trust, reduce
exposure to harmful misinformation or support better health
behaviours. Decision-makers should consider the severity
of the misinformation risk, the expected improvement over
existing monitoring systems, the cost of development and
maintenance, the workforce required for human review, pri-
vacy risks, equity implications and public acceptability. In
some cases, a simpler social listening system with expert re-
view may be more appropriate than a complex deep learning

system. In other contexts, such as multilingual misinforma-
tion during a public health emergency, more advanced Al
tools may be justified.

13. Future Research Directions

Future research should prioritise methodological
rigour, real-world evaluation and governance. First, there
is a need for multilingual, cross-platform and topic-diverse
datasets. These should include not only COVID-19 but
also cancer, chronic disease, reproductive health, nutrition,
mental health, vaccination and alternative treatments. Sec-
ond, studies should include external validation across plat-
forms, languages, populations and time periods. A model
trained on one platform should not be assumed to perform
effectively elsewhere.

Third, future research should examine annotation
quality, class imbalance, error costs and whether datasets
distinguish veracity from intent. False positives and
false negatives should be assessed in relation to clini-
cal risk, public trust, health equity and scientific debate.
Fourth, AI model evaluation should move beyond techni-
cal performance metrics. Studies should assess whether
Al-supported misinformation governance improves public
health communication, tailored digital health literacy, vac-
cination behaviour, treatment adherence, help-seeking or
trust in healthcare systems. Fifth, research should exam-
ine human-in-the-loop systems, escalation pathways, iter-
ative feedback loops and audit mechanisms. Al systems
should be studied as sociotechnical interventions involv-
ing people, institutions, technologies and governance pro-
cesses. Sixth, future work should assess implementation
costs and resource requirements. Public health organisa-
tions require evidence on affordability, scalability and value
before adopting Al systems at scale.

14. Conclusion

Al technologies are increasingly being applied to de-
tect, monitor and counter health misinformation across digi-
tal platforms. Evidence suggests that machine learning, nat-
ural language processing, deep learning, multimodal sys-
tems and social media surveillance can support the identifi-
cation of misleading health narratives and emerging mis-
information trends. However, current evidence does not
show that Al models can reliably distinguish intentional
disinformation from unintentional misinformation, because
most studies classify content by veracity or misleadingness
rather than intent. The effectiveness of these technologies
depends on addressing dataset bias, platform-specific de-
velopment, restricted linguistic generalisability, uncertain
annotation validity, limited external validation and insuffi-
cient evidence of real-world public health benefit. Accu-
racy and F1-score are useful technical metrics, but they do
not demonstrate whether Al improves trust, health literacy,
vaccination uptake, treatment adherence or public health
behaviour. Al should therefore be viewed as a supportive
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tool within an iterative, risk-stratified governance system
rather than as a standalone solution. Effective responses
require healthcare expertise, public health interpretation,
transparent oversight, privacy protection, platform account-
ability, human review matched to clinical risk, tailored dig-
ital health literacy and evaluation of real-world outcomes.

Key Points

* Artificial intelligence can support health misinfor-
mation governance by detecting misleading content, identi-
fying emerging narratives and informing public health com-
munication.

* Current Al approaches remain limited by dataset
bias, platform-specific training data, weak external valida-
tion and restricted generalisability across languages, popu-
lations and health topics.

» Al-supported social media surveillance should be
interpreted alongside clinical, epidemiological and public
health expertise because online discussion volume does not
necessarily reflect disease burden or clinical risk.

« Effective governance requires iterative feedback be-
tween detection, validation, interpretation, communication
response, platform accountability and evaluation, with hu-
man oversight matched to the clinical risk of the content.

* Future research should prioritise multilingual
datasets, cross-platform validation, clearer differentiation
between misinformation and disinformation, human-in-
the-loop review, privacy-preserving methods, cost-benefit
analysis and evaluation of public health outcomes.
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