CORRESPONDENCE

Protecting the
confidentiality of
medical records in the

theatre environment
Sir,

Patients share information with medical
staff on the assumption that it will be
kept confidential, and clinicians, as the
recipients of this information, have a pro-
fessional and ethical responsibility to
ensure that it is shared appropriately.

The Caldicott review (Department of
Health, 2013) defined a data breach as
any failure to meet the requirements of
the Data Protection Act. This includes
unlawful disclosure or misuse of confi-
dential data and inappropriate invasion of
people’s privacy. Further it recommends
that in cases when there is a breach of
personal confidential data, the individual
or organization legally responsible for the
data must give a full explanation of the
cause of the breach with the remedial
action being undertaken and an apology
to the person whose confidentiality has
been breached.

The World Health Organization
(2009) surgical safety checklist ensures
that theatre staff are aware of vital infor-
mation before surgery, e.g. planned sur-

gery, site of surgery, anaesthetic and sur-

gical concerns. It is often necessary for
medical personnel to refer to patient
records during the course of surgical pro-
cedures and theatre staff may be asked to
assist in providing this information. At
such times, access to the notes is a clinical
necessity, but unnecessary access to
patients’ notes must be avoided. Most
theatre staff will have, on occasion,
noticed other theatre personnel accessing
a patient’s notes and reading information
pertaining to the patient’s past medical
history but which is not necessarily perti-
nent to the procedure being performed.
This may, for instance, include looking at
photographs, past correspondence and
investigations. The authors are concerned
that this constitutes a breach of patient
confidentiality.

Confidentiality is an obligation of all
staff and everyone should be aware of
their responsibilities (NHS England,
2014). As health-care professionals we
share the responsibility for safeguarding
access to patients records and ensuring
that this is on a ‘need to know’ basis.

While the introduction of electronic
patient records is a step in the right direc-
tion health-care professionals must be
aware of the security and patient confi-
dentiality issues relating to systems they
use (Association of Anaesthetists of Great
Britain and Ireland, 2003). Unnecessary
access to patient records still may persist,

especially where there is personal interest
or gain, e.g. friends or family members, or
celebrities (Adams, 2008).

The authors’ intention is to highlight
the responsibility of theatre staff in pro-
tecting the confidentiality of medical
records in the theatre environment and to
suggest that they should play a more
active role in this regard.
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Forthcoming case reports

Congenital extrahepatic
portosystemic shunt

Neonatal meningitis caused by
Salmonella agama

Silent bladder perforation

Lower limb lymphoedema and obesity:

a much neglected association

Visual hallucinations:

| can’t believe what's
happening in front of my
eyes

The pitfalls of oximetry

g 3 lication of
-Chiari syndrome: a rare compl
B e verousfine placement

Inverse takotsubo cardiomyopathy
in a young woman investigated by
non-invasive coronary CT angiogram

Muscle wasting, bone pain,
and cognitive decline: a
unifying diagnosis
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