BRITISH JOURNAL OF

MEDICINE EDITORIAL

The Convergence of Artificial Intelligence and the Internet of
Things in Dentistry and Medicine

Enis Veselil*, Dinesh Rokaya®3, Betsy Joseph®®

How to cite this article:

Veseli E, Rokaya D, Joseph B. The
Convergence of Atrtificial Intelligence
and the Internet of Things in Dentistry
and Medicine. Br J Hosp Med. 2025.
https://doi.org/10.12968/hmed.2025.0110

Copyright: © 2025 The Author(s).

1Depamment of Prosthodontics, Dental School, Faculty of Medicine, University of Prishtina, Prishtina, Kosovo

2(linical Sciences Department, College of Dentistry, Ajman University, Ajman, United Arab Emirates

3Center of Medical and Bio-Allied Health Sciences Research, Ajman University, Ajman, United Arab Emirates

4Saveetha Dental College and Hospital, Saveetha Institute of Medical and Technical Sciences, Chennai, India
5Department of Oral and Maxillofacial Diseases, University of Helsinki and Helsinki University Hospital, Helsinki, Finland
*Correspondence: enis.veseli@uni-pr.edu (Enis Veseli)

Introduction

The integration of artificial intelligence (AI) with the Internet of Things (IoT)
represents a new era in healthcare research, offering substantial advancements in
dentistry and medicine. These technologies are reshaping clinical practices and
optimizing patient outcomes (Adly et al, 2024; Pourhajibagher et al, 2024; Puri et
al, 2024; Tiwari and Waoo, 2024).

The Impact of Al and IoT in Dentistry

Al algorithms, particularly those based on machine learning, deep learning, and
computer vision, significantly improve diagnostic accuracy in dentistry. By analyz-
ing vast datasets, Al can detect conditions such as caries, periodontal disease, and
oral cancer earlier than traditional methods, improving patient outcomes (Rokaya
et al, 2024; Surdu et al, 2024). A recent study demonstrated that Al outperforms
human practitioners in identifying dental caries through radiographic analysis with
high sensitivity and specificity (Das et al, 2024). This is particularly critical, where
early intervention can significantly alter treatment outcomes. In July 2024, an au-
tonomous Al-controlled robot successfully performed a full dental procedure. It
completed the procedure eight times faster than a traditional dentist and eliminated
the need for X-rays (Veseli, 2025).

IoT is also revolutionizing dental care. Interconnected devices collect and ex-
change data in real-time, providing valuable insights into oral health. For exam-
ple, smart toothbrushes equipped with sensors track brushing habits and provide
personalized feedback to patients, aiding in improving oral hygiene (Chen et al,
2021). Orthodontists can enhance patient care through smart orthodontic brackets
that integrate nanoelectronics with the IoT to improve treatment outcomes. This
technology provides finer control over the direction, magnitude, and speed of tooth
movement, potentially shortening treatment time and reducing patient discomfort.
This, in turn, facilitates remote monitoring, reducing the need for frequent in-person
visits and improving access to orthodontic care, particularly for patients in remote
areas (Bahrami and Bahrami, 2023).
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Home-based dental care is another promising application. Liu et al (2019) de-
veloped a smart dental health-IoT system using intraoral cameras, sensors, deep
learning, and mobile technology. This system achieved up to 90% diagnostic accu-
racy for seven dental diseases, reducing diagnosis time by 37.5% per patient and
increasing the number of treated patients by 18.4%. Patients can upload dental im-
ages via a mobile app, allowing Al to analyze and identify conditions like caries
and periodontal disease, facilitating proactive care, especially for those in remote
areas (Liu et al, 2019).

The Integration of Al and IoT in Medicine

The integration of Al and 10T is revolutionizing healthcare, providing clin-
icians with actionable diagnostic and therapeutic insights derived from the vast
datasets generated by IoT devices. During the Coronavirus Disease 2019 (COVID-
19) pandemic, Al and IoT played a crucial role in tracking disease spread and man-
aging vaccine distribution. These technologies have been used to address health-
care concerns, including diagnosis, drug and vaccine development, vaccine distribu-
tion, sentiment analysis, and fake news identification regarding COVID-19 reviews
(Almars et al, 2022). The lessons learned and technologies developed during this
period are now being applied to a wider range of healthcare applications.

Integrating Al with IoT devices and wearable sensors allows real-time and con-
tinuous monitoring of patient health metrics such as heart rate, blood pressure, and
glucose levels, enabling early detection of anomalies and facilitating timely diag-
nosis and treatment. Early detection of anomalies, facilitating timely diagnosis and
treatment is enabled by continuously updated databases accessible via application
or web platforms (LaBoone and Marques, 2024; Siddiqui et al, 2023). For exam-
ple, continuous glucose monitoring devices connected to a smartphone app can
alert patients and doctors to potentially dangerous blood sugar fluctuations before
they become serious. To further enhance the quality of life for individuals with
diabetes and mitigate the adverse health effects associated with this condition, the
“artificial pancreas” has emerged as a significant approach to disease management
in recent years (Luo et al, 2024). Moreover, Kovatchev et al (2024) reported that
incorporating advanced Al into an artificial pancreas could automatically monitor
and regulate blood sugar levels for patients with type 1 diabetes, a concept referred
to by the research team as a “Neural-Net Artificial Pancreas”.

Beyond diabetes management, Al is also proving valuable in other areas of
healthcare, such as risk assessment. The recent study conducted by Lin et al (2024)
assessed the efficacy of an Al-enabled electrocardiogram (ECG) in identifying hos-
pitalized patients with a high risk of mortality. This multicentric randomized con-
trolled trial involved 39 physicians and 15,965 patients. The authors reported that
the Al-enabled ECG not only effectively identifies hospitalized patients at high risk
of mortality but also significantly contributes to a reduction in all-cause mortality
within a 90-day period. The study’s primary outcome demonstrated a decrease in
mortality, from 4.3% in the control group to 3.6% in the intervention group, high-
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lighting the potential of Al technologies to enhance patient care and outcomes in
clinical settings.

Early disease predictions empower doctors to make timely interventions, and
significantly improve patient outcomes. Kishor and Chakraborty (2022) used seven
machine-learning classification algorithms to predict various diseases based on pa-
tient data collected from IoT sensors. Their model, using the Random Forest clas-
sifier, achieved impressive results, including 97.62%, 99.67% sensitivity, 97.81%
specificity, and an area under the curve (AUC) of 99.32% across conditions such
as heart disease, diabetes, breast cancer, hepatitis, liver disorders, dermatological
issues, surgical data, thyroid conditions, and coronary artery disease. This model
has the potential to significantly aid doctors in early disease diagnosis. These ad-
vancements in the broader medical field are also finding applications in dentistry,
as discussed previously.

Challenges and Ethical Considerations

While the potential benefits are substantial, the integration of Al and IoT in
healthcare also presents several challenges that must be addressed. A primary con-
cern is data security. Traditional healthcare frameworks typically assign ownership
of medical records to healthcare providers. However, in the rapidly advancing land-
scape of Al within integrative healthcare, the novel Collaborative Healthcare Data
Ownership framework introduces shared ownership, defined access and control,
and transparent governance. This approach offers a promising avenue for responsi-
ble and collaborative Al integration in integrative healthcare (Liu and Guo, 2024).
Nonetheless, the reliance on interconnected devices can expose sensitive health in-
formation, including patient medical records, genetic information, and insurance
details, to breaches and cyber threats. According to a report by the World Health
Organization (2024), healthcare organizations faced various cyber-attacks, partic-
ularly during the COVID-19 pandemic, pointing out the urgent need for stronger
security protocols and robust cybersecurity infrastructure.

Ethical concerns also arise regarding the opacity of Al decision-making pro-
cesses, often referred to as the “black box™ problem. Many stakeholders emphasize
the necessity of transparency in Al algorithms to maintain trust between patients
and healthcare providers (Hassija et al, 2024). Furthermore, issues of bias in Al
algorithms, patient autonomy, responsibility and liability in case of Al errors, and
data privacy must be carefully considered. Developing ethical frameworks that
ensure accountability while harnessing the benefits of Al and IoT remains a press-
ing challenge. This will require collaboration between researchers, policymakers,
healthcare professionals, and technology developers to establish clear guidelines
and best practices.

Another significant concern is equitable access to these technologies, particu-
larly for patients and healthcare services that lack reliable internet access and the
financial resources to invest in necessary hardware and software. This disparity is
especially pronounced in low-income communities and rural areas, where infras-
tructure investments often lag behind those in urban environments. Patients with-
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out dependable internet access face barriers to using telehealth services, accessing
health information, and utilizing Al-enhanced tools. Moreover, the adoption of [oT
and smart health devices often relies on both reliable internet connectivity and the
affordability of these devices, which can disadvantage certain populations. Addi-
tionally, healthcare providers serving these communities may encounter challenges
with data management and patient engagement, hindering their ability to deliver ef-
fective care (Yu et al, 2024). As Al and IoT integration in healthcare progresses,
ensuring equitable access must remain a priority for an inclusive future that benefits
individuals regardless of socioeconomic status.

Conclusion

The integration of Al and IoT in dentistry and medicine presents a significant
opportunity to revolutionize patient care, improve diagnostic accuracy, and enhance
operational efficiency. As research continues to evolve and demonstrates the capa-
bilities of these technologies, the dental and medical fields must remain vigilant
in addressing ethical considerations while embracing innovation. This requires on-
going research into developing robust security measures, mitigating bias in Al al-
gorithms, establishing clear lines of responsibility, and ensuring patient privacy.
Open dialogue and collaboration among all stakeholders are essential to create eth-
ical frameworks and best practices that will guide the responsible development and
implementation of Al and IoT in healthcare, ultimately leading to improved patient
outcomes and a more equitable healthcare system.

e AlandIoT are poised to revolutionize dentistry and medicine, leading to
better patient care, more accurate diagnostic accuracy, and personalized
treatments.

e These technologies can significantly impact chronic disease management
by enabling earlier diagnosis, reducing hospital readmissions, and improv-
ing survival rates for critical illnesses.

e Addressing data security and ensuring ethical Al practices are crucial, but
the potential of Al and IoT to transform healthcare is undeniable.
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